MpunoxeHne N 2
MHPOPMALIMOHHAA NMAMATKA
OnAa ObYYHAKOLWKUXCA AnAd PASMELLEHUA
HA OPULUNATIbHbIX MUHTEPHET-PECYPCAX

C kaxgblM rogoM MOSOAEXWN B MHTEPHETE CTaHOBUTbCA Oonblue, a LUKOSMIbHUKM OAHU U3 CaMblX
aKTMBHbIX nonb3oBaTenen PyHeta. Mexagy TeM, NOMMMO OrPOMHOIO KOsinyectBa BO3MOXHOCTEWN,
WHTEPHET HeceT M nNpobnembl. ATa NnamMaTKa AOSMKHA NomoYb Tebe 6e3onacHoO HaXo4MTbCS B CETH.
KomnbtoTepHble BUPYCHI
KoMnbloTepHBI BUPYC - 3TO PasHOBUAHOCTb KOMMbLIOTEPHbLIX MPOrpamMMm, OTIMYUTESTbHOM
0COBEHHOCTBIO KOTOPOW ABMSETCH CNOCOOHOCTL K pa3MHOXEHUI0. B JONONHEHWe K 3TOMy, BUPYChI
MOryT MOBpPeAuTb WM MOMHOCTBbK YHUYTOXWUTb Bce dannbl M [aHHble, MNOAKOHTPOSbHbIE
nonb3oBaTesnito, OT WMEeHM KOToporo Obina 3anylleHa 3apaxeHHas nporpamMma, a Takke
noBpeauTb UMM Jaxe YHUYTOXUTb OnepauMoHHYH CUCTEMY CO BceMu pamrnamm B uernom. B
OOMbLMHCTBE CNyYaeB pPacnpoCTPaHSATCHA BUPYCbl Yepe3 UHTEPHET.
MeToabl 3aLWMTbl OT BPEAOHOCHbIX MPOrpamMm:
1. icnonb3yi coBpeMeHHbIe OrnepaLMOHHbIE CUCTEMbI, UMEIOLLINE CEPbE3HbIN YPOBEHDb 3aLUUTbl OT
BPEeOOHOCHbIX Nporpamm;
2. [loctosHHO ycTaHaBnmMBah NavytM (UMdpoBbLIE 3annaTtkyi, KOTOpble aBTOMaTUYECKU
yCTaHaBnMBalTCA C Lerbio JopaboTkmn nporpamMmmbl) U apyrne obHOBEHUST CBOeN onepaLOHHON
cuctembl. CkaumBan ux Tonbko C odmumanbHoro camta paspabotumka OC. Ecnu cywecTtsyet
pexXuMm aBToMaTU4ecKkoro 06HOBNEHUS, BKITHOYN €ro;
3. PaboTan Ha cBOEM KOMMbIOTEPE NMOA NpaBaMu Nonb3oBaTens, a He agMuUHUCTpaTopa. ATO He
NO3BONUT BONbLUMHCTBY BPEAOHOCHbLIX NPOrpaMM WMHCTanIMpoBaTbCA Ha TBOEM MEePCOHasIbHOM
KOMMbloTepe;
4. Vcnonb3yh aHTMBUPYCHblE MpOrpamMMHble MNPOAYKTbl W3BECTHbIX MNpou3BoguTeNnen, C
aBTOMaTn4ecknm obHoBneHnem 6as;
5. OrpaHunyb m3n4ecknin JOCTYN K KOMNbIOTEPY AS11 NOCTOPOHHUX NnL;
6. Ncnonb3yn BHeLWHME HOCUTENU MWHGoOpMauMn, Takue Kak doneluka, guck wunum dann us
WHTepHeTa, TONbKO U3 MPOBEPEHHbBIX NCTOYHUKOB;
7. He OTKpblBa KOMMbIOTEPHbLIE dansbl, NOSyY4EeHHble U3 HEeHaAeXHbIX UCTOYHWMKOB. [Jaxe Te
hanrnbl, KOTOPbIE NMpUcran TBOM 3HAKOMbIN. Jlyylle yTOYHM Yy Hero, oTnpaensn nn oH Tebe nx.
Cetu WI-FI
Wi-Fi - 3TO He BMA Nepeaayvn gaHHbIX, He TEXHOSOrMA, a Bcero nuwb opeHa, mapka. Ewe B 1991
rogqy Huaepnangckass KomnaHus  3apeructpupoBana  6peng "WECA", 4to o6o3Havano
cnoBocoyeTaHue "Wireless Fidelity", koTopbii nepeBoanTcs Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpeMeHn gowna gpyrasi abbpesumartypa, KOTopasa SABMSETCA TAKOMW Xe TEXHOMOrMen.
OT10 abbpesuatypa "Wi-Fi". Takoe HasBaHue ObIIO OaHO C HaMeKOM Ha CTaHAapT BbiCLUEN
3BykoBOW TexHuku Hi-Fi, 4To B nepeBoae o3HayaeT "BblCOKasi TOYHOCTL".
[a, 6ecnnaTtHbln MHTEPHET-AOCTYN B Kade, oTensax W asjpornopTax SBNSETCSs OTIIMYHOM
BO3MOXHOCTbIO BbIXO4a B MHTEpHeT. Ho MHOrme akcneptbl cymTatoT, Yto obwenoctynHole Wi-Fi
ceTn He aBnsaTcs 6e3onacHbIMN.
CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:
1. He nepegaBan cBOI NMYHYO MHopMauuio Yyepes obenoctynHole Wi-Fi cetn. PaboTasa B HuX,
XernartenbHO He BBOAUTb Naponu AOCTyna, NOrmHbl U Kakne-To Homepa;
2. WNcnonb3ym u OOHOBNAW aHTUBUPYCHble nporpaMmbl U OpaHamayep. Tem cambiM  Tbl
obesonacub ceba OT 3aKkadkm BUpyca Ha TBOE YCTPOWCTBO;
3. lMpwn ucnonb3osaHum Wi-Fi oTknoun dyHkumio "O0wmin goctyn Kk cdannam m npuHtepam”.
[aHHasa yHKUMA 3aKpbITa NO YMOMYaHUIO, OQHAKO HEKOTOpPbIe MONb30BaTeENN akTUBUPYIOT ee Ans
ynobcTBa ncnonb3oBaHus B pabote nnu yyebe;
4. He ncnonb3yn nyonuunbin WI-FI ana nepegaym nuuyHbIX OaHHbIX, HANpUMep Ons Bbixoda B
counarnbHble CETU UM B ANEKTPOHHYHO MOYTY;
5. cnonb3yn Tonbko 3almileHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoAM MMeHHO "https://";
6. B mobunbHom TenedoHe oTknoun dyHkumo "MNoaknoveHne k Wi-Fi aBTomatudeckun”. He
Aonyckam aBToMaTnyeckoro nogkntoveHms ycrponctea k cetam Wi-Fi 6e3 TBoero cornacus.



CoumanbHble ceTu

CoumanbHble ceTu akTMBHO BXOOAT B HalWy >XW3Hb, MHOrMe nwoam paboTalT M XKUMBYT Tam
nocTtosiHHO, a B Facebook yxe 3apernctpypoBaH Munnuvapg 4enoBek, 4YTOo ABNAETCS OLHOM
cegbMon Bcex XuTtenew nnaHetbl. MHorve nonb3oBaTenyu He MOHMMAKT, YTO WHQOpPMauUUS,
pasMeLleHHass MU B couMarnbHbIX CETSX, MOXET OblTb HangeHa U Ucnorb3oBaHa KeM YyrogHo, B
TOM ymncrne He obs3aTternbHO ¢ 6riarMMm HamepeHUsIMu.

OcHoBHble coBeTbl MO 6e30NacHOCTM B coUuMarnbHbIX CETSX:

1. OrpaHuydb cnmvcok apy3en. Y T1ebs B Apy3bsaX He OOMMKHO ObiTb CRyyYarHbIX M HE3HaKOMbIX
nogen;

2. 3awmwan cBOK YacCTHYK XM3Hb. He ykasbiBan naponu, TenedgoHbl, agpeca, gaTty TBOEro
POXOEHUA W OPYryt JIMYHYKO WHGOpMaumio. 3MOyMbILLMEHHUKA MOTYT WCMNOSb30oBaTb Aaxe
NMHopMaLUUIO O TOM, Kak Tbl U TBOU POAUTENN NNAHUpyeTe NPOBECTU KaHWUKYIbI;

3. 3awumwan ceol penyTauuio - AepXn ee B YNCTOTe U 3agaBan cebe Bornpoc: xoten 6bl Thl,
4yTobbl ApyrMe nonb3oBaTenu BuAenu, 4to Thl 3arpyxaewb? [logyman, npexge 4Y4em 4YTo-TO
onybnukoBaTb, HaNUcaTb W 3arpy3nThb;

4. Ecnv Tbl roBopullb C MOAbMU, KOTOPbIX HEe 3Haellb, He WCMOMb3yh CBOE pearibHoe UMS U
APYryo NIMYHYI0 MHOPMaUUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. U3beran pasmeweHus cotorpadun B WMHTEpHETE, rae Tbl M300paxeH Ha MECTHOCTU, Mo
KOTOPOW MOXHO onpeaenuTb TBOE MECTOMOSOXEHNE;

6. lNpu pernctpaumm B counanbHOM CeTU HeOobXOAMMO WCMONb30BaTh CHOXHbIE MNaponw,
cocToswme n3 BykB N UMAdP M C KONIMYECTBOM 3HAKOB He MeHee 8;

7. [Ins coumanbHOM ceTwn, NoYTbl U OPYrNX CaWTOB HEOOXOAMMO UCMONb30BaThb pasHble Naposu.
Torga ecnu Teb4 B3fioMaloT, TO 3M0YMbILIEHHUKM NOSyYaT SOCTYN TOSIbKO K OAHOMY MECTY, a He
BO BCe cpasy.

ONEeKTPOHHbIE AEHbIN

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIM cnocob nnaTexxen, OAHAKO CyLLEeCTBYOT MOLUEHHUKM,
KOTOpble XOTAT NOMAYyYNTb 3TN AEHbIN.

ONEeKTPOHHble [AEeHbrM MOSIBUNIMCb COBCEM HEeOaBHO M UMEHHO WU3-3a 3TOr0 BO  MHOMMX
rocygapcreax 4O CUX MOpP He NpOonmMcaHo rnpo HUX B 3aKOHaXx.

B Poccun xe oHM OYHKUMOHMPYIOT U O HUX YXe MPOMNMCcaHo B 3akoHe, rge uUx pasgensatoT Ha
HECKOSbKO BMOOB - @HOHUMHbIE U HE aHOHWMHble. Pa3Huua B TOM, YTO aHOHMMHbIE - 3TO Te, B
KOTOpbIX paspeluaeTca npoBoauTb onepaumn 6e3 ugeHTUdUMKaumm nonb3oBaTens, a B
HEeaHOHUMHBbIX MAEHTUMKaUNA Nonb3oBaTesNs aBnsieTcs oba3aTenibHON.

Takke crnegyeT pasnuyaTb 3MEKTPOHHbIE (bMaTHble AeHbrM (paBHbl rOCY4apCTBEHHBIM BarnoTam)
N 9NEKTPOHHbIE HedhnaTHbIe AeHblM (HEe paBHbI FOCY4apCTBEHHbBIM BasitoTam).

OcHoBHble coBeThbl N0 6e3onacHon paboTe ¢ 3NEKTPOHHLIMU AEeHbIFAMMU:

1. MpuBsxun Kk cyeTy MOBUNBbHBLIN TenedoH. 3BTO cambli yaoOHbIM M ObICTpbIA  CcnOcob
BOCCTAHOBUTb AOCTYyNn K cyeTy. [lpmBsa3aHHbIA TenedoH noMOXeT, ecnu 3abyaellb CBOW
nnaTeXHbl Napofb UK 3angellb Ha CanuT C HE3HAKOMOro YCTPOWCTBA;

2. Vcnonbayn ogHopasoBblie naponu. Nocne nepexoga Ha yCUNEHHYO aBTopmusauuto Tebe yxe He
OygeT yrpoxaTb ONacHOCTb KpaXkn Unv nepexsaTa nraTtexHoro napons;

3. Bbibepu cnoxHbii naponb. [MpecTynHukam OyneT He npocTO yragaTbh CROXHBbIA Naporb.
HagexHble naponu - 3TO nNaponu, KoTopble codepxaT He MeHee 8 3HaKOB WM BKMO4YalT B cebs
CTPOYHbIE U NPONUCHbIE BYKBbI, UNPbI U HECKONBLKO CMMBOJSIOB, TakMe Kak 3Hak gonnapa, yHTa,
BOCKNMUAaTENbHbIN 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE Ha canTax, KOTOPbIM HE JOBEpPSELLb.

OneKTpoHHas noyrta

ONEeKTpOHHasi moyTa - 3TO TEXHOMOMMA W MNpedoCTaBNseMble €K YCyrn MO Mepechiike U
NOSTYYEHMIO 3MEKTPOHHBIX COOOLLEHNN, KOTOpble pacrnpedensiTca B KOMMbOTEPHOW CETMW.
O6bI4HO 3IIEKTPOHHbIN NOYTOBbIN ALK BbIrNaauT cnegyowmm obpasowm:
UMs_Nonb3oBaTtenda@ums_aomMeHa. Takke Kpome nepefdayyM nNpoCTOro TeKCTa, WMeeTcs
BO3MOXHOCTb nepefasatb hansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHOM MOYTOMN:



1. Hapo BbiGpaTb npaBunbHbIM MOYTOBLIM CEPBUC. B WMHTEpHETE eCTb OrpOMHbIA BbiGOpP
BGecnnaTHbIX NOYTOBLIX CEPBMCOB, OAHAKO Iyylle AOBEepATb TeM, KOro 3Haellb W KTO NepBbii B
PENTUHTE;

2. He ykasbiBah B JIMYHOM MOYTE §UYHYO WHopMauuo. Hanpumep, nydwe BbIbpaThb
"My3blkanbHbI_(aHaT@" unu "pok2013" BmecTo "Tema13";

3. Wcnonb3yn AByxaTarnHykw asTopu3auuio. JTO Korga MOMWMO MNaposis HYXHO BBOAMTb Kof,
npucelnaemsi no SMS;

4. Bbibepu crnoxHbin naponb. [ns KaXgoro noYTOBOro siLMKa OOSMKEH OblTb CBOWM HaLEXHbIN,
YCTOMYUBBIN K B31IOMY Naporib;

5. Ecnm ectb BO3MOXHOCTb HanucaTb CaMOMy CBOW JIMYHbLIM BOMPOC, WCMNOSb3yn 3Ty
BO3MOXHOCTb;

6. Vcnonb3yn HeCKOSIbKO MOYTOBbLIX ALMKOB. [lepBbin ONS YaCTHOM MNepenucku ¢ agpecaTtamu,
KOTOPbIM Tbl AOBeEpSAELLb. OTO ANEKTPOHHbLIM agpec He Hago MCNoNb3oBaTh MNPU perncTpauun Ha
dopymax n cantax;

7. He oTkpbiBan thavnbl U gpyrMe BOXEHUS B NUCbMaXxX, AaXe €CNM OHW NPULN OT TBOMX
apysen. Jlydwe yTouHN y HUX, OTNpaBnsnn N oHn tebe atn annsi;

8. lNMocrne okoH4YaHMsa paboTbl Ha NOYTOBOM CepBUCE Mnepen 3akpblTUEM BKMaAKM C CauTOM He
3abyab HaxaTtb Ha "Bbiitn".

KnbepbynnuHr unm BupTyarnbHoe U3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHuMe COOOLWEHMAMN, codepXalumMm OCKopbrieHus, arpeccuio,
3anyrmpaHue; XyrnuraHcTBo; couuarnbHoe GONMKOTUPOBAHME C MOMOLLBK PasfiMYHbIX UHTEPHET-
CepBUCOB.

OcHoBHble coBeTbl No bopbbe ¢ KnbepOynNIMHIroMm:

1. He 6pocaiica B 601. Jlydwmin cnoco6: nocoBeToBaThCA Kak cebsl BECTU U, €CNN HET TOro, K KOMY
MOXHO 0bpaTUTbCS, TO BHavane ycrnokouTbCs. Ecnu Tbl HaYyHewb oTBeYaTb OCKOpPONeHnsaMn Ha
OCKOpBieHMs1, TO TONbKO eLle 6osblUe pa3oXKeLlb KOHINKT;

2. YnpaBnsun cBoen knbeppenytayuven;

3. AHOHMMHOCTb B CceTu MHuMas. CyLecTBYKOT CNocobbl BbISICHUTb, KTO CTOMT 3@ aHOHUMHbIM
aKKayHTOM,;

4. He cTtouT BECTU XynuraHckuin obpas BUpPTyanbHOW XWU3HWU. VIHTEpHET dukcupyeT Bce TBOM
AENCTBUS U CoOXpaHdaeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBot BUPTYyarbHYH YECTb CMOJSIOAY;

6. WrHopuvpyn eauHu4YHbIn HeraTuB. OpgHopa3oBble OCKOpOUTEmNbHbIE COOBLWEeHUs nydlle
urHopmpoBaTb. OBbIYHO arpeccus NpekpallaeTca Ha HavanbHOW CcTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMM COOBLLEHUSAMU, B COLMarnbHbIX CETAX
€CTb BO3MOXXHOCTb H6/TIOKMPOBKM OTNPaBKN COOBLLEHNA C OnNpeaernieHHbIX agpecos;

8. Ecnn Tbl cBugetene knbepbynnuHra. TBOM OENCTBUSA: BbICTYNUTb NPOTUB NpecregosaTtend,
rnokasaTb €My, YTO ero AelCTBUS OLeHMBAKOTCA HEraTUBHO, NOAAEPXKATb KePTBY, KOTOPOW HyXXHa
ncuxosiornyeckasi MOMOoLLb, COOBLLMNTL B3POCNbIM O (hakTe arpeCcCMBHOIO NOBEAEHUSA B CETM.
MobunbHbIN TenedgoH

CoBpeMeHHble CMapT(OHbI U MNaHWeTbl cogep)aT B cebe BMOfHe B3pOChbli OyHKUMOHAn, U
Tenepb OHW MOTYT KOHKYpMpOBaTb CO CTauMOHapHbIMU KOoMMbtoTepamu. OgHako, CpeacTB 3alumThl
Ans noaobHbIX YCTPOMCTB MOKa OYEeHb Mano. TecTupoBaHWe M MOUCK YA3BMMOCTEN B HUX
NPOUCXOAMUT HE TaK MHTEHCUBHO, Kak ans MK, To e camoe kacaeTcs U MOBUbHbIX NPUITOXEHWIA.
CoBpeMeHHble MOBUIbHbIE Bpay3epbl yKe NpakTUYEeCcKU AorHanuM HacTOfbHble aHanorn, ogHako
pacLumpeHne yHKUuMoHana Bne4veT 3a cobon 60MbLUy CIOXHOCTb U MEHbBLLYHO 3aLUULLEHHOCTb.
[aneko He Bce nNpom3BOAUTENM BbINyCKAOT OOHOBMEHUS, 3aKpbiBalOLWME KPUTUYECKME
YSI3BUMOCTU AJ151 CBOUX YCTPOWNCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUbHOro TenedoHa:

Huyero He saBnsietca no-Hactosiwemy 6ecnnaTHbiM. Byab octopoxeH, Bedb korga Tebe
npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO nfaTHble YCryru;

Odyman, npexge yem oTtnpasutb SMS, oTto mnn Bnaeo. Tbl TOYHO 3HAELWb, rae oHu OyayT B
KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOETO CMapTAdOHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMmMbl 4nst MOBUNbHbIX TenedgoHOB;



He 3arpyxan npnnoxeHnsa ot HEM3BECTHOrO UCTOYHMKA, BeAb OHW MOTYT COAepKaTb BPeLOHOCHOe
nporpammHoe obecneveHune;

[Mocne Toro kak Tbl BbiOELWb C cavTa, rae BBOAWI JNIMYHYKO MHGOPMAaLUMIO, 3anan B HACTPOMKK
Opaysepa 1 yganu cookies;

Meprnogunyeckn nposepsin, Kakue nnaTHble YyCrnyru akTMBUPOBaHbl HA TBOEM HOMEPE;

[aBan cBon HomMep MOOUMbHOrO TenedgoHa TONMbKO fAAM, KOTOPbIX Tbl 3HaeWb WM KOMY
AoBepsieLlb;

Bluetooth gorkeH O6bITb BbIKNKOYEH, Korga Tbl MM He nonb3yewbes. He 3abbiBan wnHorga
NpoBepATL 3TO.

Online wurpbl

CoBpeMeHHbIe OHMTaNH-UIpbl - 3TO KpacouvHble, 3axBaTbiBaloliMe pa3BneveHusi, obbeanHsaoLme
COTHM TbICAY YenoBeK No BceMy mMupy. Vrpoku uccnenyot AaHHbIM UM Mup, oblatTca apyr ¢
APYroMm, BbINOSTHAKT 3a4aHUs, CPaXKaloTCA C MOHCTPaMM U NOSy4atoT onbIT. 3a y40BOMbCTBUE OHU
nnaTaT: NoKynawT AMCK, OnnadnBaoT aboHEMEHT Unn NpuobpeTatoT Kakme-To onuumn.

Bce atm cpenctea vayT Ha noagep)kaHue u pasBuTME UIpbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMK, BbINYCKAKOTCS HOBble Matyn (LMdpoBble 3annaTku
OS5 nporpamMm), 3akpbIBatoTCs YA3BMMOCTU CEPBEPOB.

B nogobHbIX mrpax CTOMT onacaTbCA He CTOSIbKO CBOMX COMEPHWUKOB, CKOSbKO KpaXu TBOEro
naporsisi, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aumm 6oNbLUNMHCTBA Urp.

OcHoBHble coBeTbl MO 6e30NacHOCTM TBOEro UFPOBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebsa nnoxo unm cosgaet tebe HeNnpuATHOCTU, 3abnoknpym ero B
CMUCKe UTPOKOB;

2. lMoxanyncsa agMuHUCTpaTopaM WUrpbl Ha MNrOXoe MNOoBeAeHue 3TOro Urpoka, xernatenbHo
NPUITOXNTb Kakne-To JoKa3aTenbCcTBa B BUAe CKPUHOB,

3. He ykasbiBayn nn4yHyto MHGopmMaumio B npodanne urpsbl,

4. YBaxan opyrmx y4aCTHMUKOB MO Urpe;

5. He yctaHaBnvBamn HeomumnarnbHblie naTtin n Moapl;

6. icnonb3yn CrioXHble 1 pasHble naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. [MoKa Tbl Urpaellb, TBOW KOMMbKOTEP
MOryT 3apasuThb.

OULLIMHT UNK Kpaka NUYHBIX JaHHbIX

OGblyHOWM Kpaxen OeHer M OOKYMEHTOB CerofHsl yXXe HUKOro He yauBULb, HO C pasBUTUEM
WHTEPHET-TEXHOMNOMN  3MOYMbILUIIEHHUKA  MEPEMECTUNIUCb B UHTEPHET, W NpoAosKaroT
3aHMMaTbca "nbdumbiM" genom.

Tak nosiBUNacb HoBas yrposa: UHTEePHET-MOLLUEHHMYECTBA UK (PULLIMHT, TNaBHas Lenb KOTOPOro
COCTOMUT B MOSy4eHUU KOHpmaeHuManbHbIiX OaHHbIX Norib3oBaTenen - formHoB U naponen. Ha
aHrnunckomMm 4asblke phishing yntaetca kak duwmHr (ot fishing - pelbHaa noens, password -
naponb).

OcHoBHbIe coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cnegun 3a cBouMm akkayHToM. Ecnn Tbl nogo3speBaellub, YTO TBOS aHkeTa bGbina B3nomaHa, TO
HeobxoauMo 3abnoknpoBaTb ee MU CooBLWMTb agMUHUCTpaTopaM pecypca 00 3TOM Kak MOXHO
CKopee;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCIE, MIHTEPHET-MarasuHoB U NOUCKOBLIX CUCTEM,;
3. Wcnonb3y cnoxHole u pasHble naponu. Takum obpasom, ecnu Tebs B3nomalwT, TO
3M10YyMbILLAEHHNKN NOyYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOUIIO B CETU, @ HE KO BCEM,;

4. Ecnn T1ebsa B3nomanun, To HeobxoouMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
nobaeneHbl y Teba B Apy3bsiX, O TOM, 4TO TebsA B3niomanu 1, BO3MOXHO, OT TBOEro UMeHn byaeT
paccbinaTbCs Cnam U CCbIITKU Ha (PULLIMHIOBbIE CanTbl;

5. YctaHoBu HagexHbii naposnb (PIN) Ha MoBunbHbIM TeneoH;

6. OTkntoun coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan gravnbl U Opyryue BNOXEHUS B NUCbMax, OaXe €Crv OHU MPULLNUM OT TBOUX
apy3en. Jlydlie yTouHn y HUX, OTNpaBnsnu nvu oHn tebe atm cannoi.

Lndposaga penyraums

LndpoBaa penytauma - 3TO HeratmBHasa wnvM MNO3UTUBHAsA WHGopmMauma B cetn o Tebe.
KomnpomeTupytowaa nHgopmauus, pasmelleHHass B UHTEPHETE, MOXET cepbe3HbiM 0bpa3om



OTpPasnUTbCA Ha TBOEW peanbHOW XusHu. "LincdpoBas penytaumsa” - 3TO TBOM UMUOXK, KOTOPbLIN
dopmMmupyeTca n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MecTO XutenbcrtBa, y4ebbl, TBOE (PMHAHCOBOE MONOXEHME, OCOBEHHOCTU XapakTepa U
pacckasbl 0 65IM3KNX - BCe 3TO HaKanmmMBaeTCcs B CETH.

MHorve nogpoCTKM NErkOMbICNIEHHO OTHOCATCA K Ny6nukaumm nudHon nHpopmaumm B IHTepHeTe,
He MNOHMMas BO3MOXHbIX MOCNeACTBMW. Tbl Aaxe He CMOXelwb [JoragaTbCAa O TOM, YTO
doTorpacus, pasmelweHHasa 5 net Hasag, cTana NpUYMHON oTKasa NpUHATL Tebs Ha paboTy.
KoMmmeHTapun, pasmelleHne TBoux poTtorpapmn n gpyrme OerncTBuUs MOTYT HE UCYE3HYTb Jaxe
nocre Toro, Kak Tbl UX yaanuiwb. Tbl He 3Haellb, KTO COXpaHWUIl 3Ty MHdopMauuio, nonana fnm oHa
B MOWCKOBbIE CUCTEMbI U COXpaHWUacb N OHa, a rfaBHoe: YTO NodymaloT O Tebe okpyxatoLune
nan, KoTopble HaMayT u yBUAAT 3T0. Hantu nHdopmaumio MHOro neT CnycTs CMoXeT ntobon -
Kak n3 gobpbix NOBYXOEeHWI, TaK U C HAMEPEHNEM MPUYMHUTL Bpen. OTO MOXET ObITb KTO YroaHO.
OcHOBHbIe cOBETbI MO 3aLmTe LMdpPoBON penyTaunn:

1. NMoagyman, npexae 4em 4T0-TO NybriMkoBaTb M NepefaBaTb y cebst B 6riore nnm B coumnanbHOM
cetu;

2. B HacTpomkax npoduna yCTaHOBM OrpaHMYeHWs Ha MNpPOCMOTP TBOero npoduna m ero
coaepXnmoro, caenamn ero Tosnbko "ans apysen”;

3. He pasmewan n He ykasbiBan MHMOpMaLMO, KOTOpas MOXET KOro-nmbo ockopbnsatb unm
obwxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LKOSMBHUKK - akTUBHbIE Nonb3oBaTenu LmMdpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HalT, 4YTO MONb30BaHME MHOMMMU BO3MOXHOCTAMWU LMGPOBOro Mupa Tpebyet
cobnogeHnsa npaB Ha UHTENNEKTyarbHY0 COBCTBEHHOCTb.

TepMnH  "mHTENnektyanbHas  COOGCTBEHHOCTb"  OTHOCUTCA K  PasfnyHbiM  TBOPEHUAM
4YesloBe4YeCcKoro yma, HauymHasi C HoBbIX U306peTeHUn 1 3HakoB, 0603HaYaoLWmMx cCOBCTBEHHOCTb Ha
NpoAayKTbl N YCNyru, N 3akaH4nBas KHuramu, gotorpacomsamu, KMHounbMamMmm 1 My3sblkarbHbIMN
npoun3segeHnUs M.

ABTOpCKME MpaBa - 9TO NpaBa Ha MHTEenneKkTyanbHYyl0 COBCTBEHHOCTb Ha NPOU3BEAEHUS HayKW,
nutepaTtypbl M UCKyccTBa. ABTOPCKME MpaBa BbICTYNalT B KayecTBe rapaHTMM TOro, 41O
WHTENNEeKTyanbHbIA/TBOPYECKUA TPyA aBTopa He OyaeT HanpacHbIM, JacT eMy chnpaBefnvBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyda, MonyyYnTb U3BECTHOCTb W MpPU3HaAHKE.
HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb €ro npovssBeneHne, pacnpoCTpaHsThb,
nyonu4yHO OeMOHCTpMpoBaThb, NpoAdaBaTb, WMMNOPTUPOBATb, MyckaTb B MpokaTt, MybrnMyHo
NCNOJSTHATb, NOKa3bIBaTb/UCMNONHATL B adhupe nnu pasmewaTtb B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMmmHoro obecneyeHmsi MOXeT MPUBECTU K MHOMMM pUCKaM:
OT NMOTEepU AaHHbIX K TBOMM akkayHTam OO0 GrOKMPOBKM TBOEro YCTPOWCTBA, F4e yCTaHOBMeHa
HerneranbHas nporpamma. He cTouT Takke 3abbiBaTh, YTO CYLLECTBYHOT fnerasnbHble 1 6ecnnaTHble
nporpaMmbl, KOTOpPblE MOXHO HanNTU B CETH.

O noptane

CeTeBMYOK.pch - TBOW rMaBHbIA COBETYMK B CeTU. 34eCb Thl MOXELWb y3HaTb 0 6e3onacHoCcTu B
CETU NMOHATHLIM U AOCTYMHbBIM S3bIKOM, @ MPU BO3HUKHOBEHUN KPUTUYECKOW CUTyaL MM oBpaTuTbCA
3a coBeTOM. A TakxKe NPUHATb y4acTue B KOHKYpCax U CTaTb CaMbiM LINPPOBLIM rpaxgaHUHoOM!



